Lab One: Confiquring Radius Authentication

Lab Overview

In thislab you will configurethe BBSM Server for Radius Authentication. 'Y ou will test your
configuration from your client notebook to access Web, FTP, Video and VPN.

Objectives

Upon completion of thislab, you will be gble to:
Configure the BBSM 5.0 Server with Radius Authentication

Task One: Configurethe Aironet Access Points

1. Refer to Aironet Access Points Configuration Labsheet on how to configure the Access Points
and the Aironet Wireless Cards.

2. Ensure connectivity from the Clients by pinging the IP address of the Access Points.
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Task Two : Configuring the BBSM server with Radius Authentication

1. Turnonthe BBSM saver,

Login : administrator

Password : changeme

[ DONOT CHANGE THE PASSWORD |

2. Usethe” Address Change Wizard” to change the IP address (Internd and Externa NICs) of the
BBSM according to the IP address table in Introduction. BBSM server will reboot automatically.
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3. Logintothe BBSM.

4. Onthe BBSM Server, open up browser and you'll see the following BBSM main admin page.
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5. Click on WEBconfig and verify your network configuration is correct. Compare thiswith the IP
address table shown in the Introduction.
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6. Click on the Switches Tab and configure the below.

SteNumber =1

Sack Number = 1

Client Portson Switch 1= 2

Client Ports on Switches 2-n= 0

Stack IP address = < Refer to IP address table >

Router = 127.0.0.1

Switch Type = Select “ Generic without Link Status’ [ There' sabugin the current version for
Aironet Access Point 340 |

If you're using the Cisco Catalyst Switch , select the appropriate switch type.
Password = private [ the SNMP string configured on the LRE switch ]
Disabled = unchecked
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7. Click on Update

8. Click on Port Map tab and configure the below :
Page St = Mega

Leave therest as defaults
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9. Click Generate
10. Click on Radius Servers tab and configure the below :
Server Name = 10.0.0.200
Secret = clscO [ numericland 0]
Leave therest as defaults
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11. Click on Update.
12. Open Windows Explorer and goto c\atcoms\ekgnkm.

13. Right click xxxPogt.asp files -> Properties and uncheck the Read-only checkbox from the
Attribute

NOTE : If you're using Radius, change the filename : M egaRadiusPost.asp
If you're using Access Codes, change the filename : M egaA ccessCodePost.asp
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Displays the properties of the selected items,

iistartl“ m @ Iﬁ “I@ekgnkm @Building Br...l %comm—Hy...l @mege edi, .. I @Building Bt...

MegaPackage Properties :|

General | Sec:wit_','l Summar_','l

21

IMEgaF‘ackage
Type of file:  ASF auto file
Opens with:  Unknown application Chanae. .. |
Location: C:hatcombekankm
Size: 1.79 KB [1,836 bytes)
Size on digk: 4,00 KB [4,096 bytes)
Created: Wednesday, Apnl 18, 2001, B:15:53 Ak
Modified: Tuesday, Apnl 17, 2007, 4:52:46 AM
Accessed: Today, May 17, 2000, 8:29:15 PM
Attribubes: ¥ Fead-only [~ Hidden Advanced.. |

o]

Cancel |

Apply |
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SETEY
J File Edit ‘iew Favorites Tools  Help |ﬁ
J FBack ~ = - | @Search | L. Folders @History | 302 K wy | EH-
J Address |C| ekankm j G
Folders [ = | Marne | Size | Type ¢ | I:I
@ Desktop L MegatccountingInfo G6KE  ASP auto file 1
=423 My Dacuments i MegaFail LKE ASP auto file i
- {3 My Pictures ekgnkm E 2KB  ASP auta file |
=45 My Computer MegaPost Open With SKB ASP auto file I
El\ﬁ 32 Floppy (A:) MegaPackage MegaRADIU o 4qo ZKB ASP auto file I
- Local Disk (C:) ASF auto file MegaRADIU 2KB  ASP auto fils i
=] t .
B0 Eom ; Modified: 04/17/2001 4:52 AM MegaRADIL| | CLE 3KB  ASP auto file '
-l ArcessCodes _ [#] Megarapn Copy IKE  ASP auto file |
(1 Commontncludes Size: 179 KB Megastart TKE  ASP auto file |
{77 data : Create Shortcut ;
Attributes: (normal) MinukeMSF Delate LKE &SP aubo file I
MinukeCMSP LKB  ASP auko file 1
Rename
BT instal MinukeCMSP 3KB ASP auto file 1
-7 iparttl MinukeCMss SKB ASP auto file 1
77 iportet MinuteICSClearFail 1KE ASP auta file 1
I MinutelZSClearPackage 1KE ASP auta file 1
{:l navigation g
E MinuteICSClearPost 4 KB A5P auto file 1
Patch
{27 ports MinuteICSClearStark GKE  ASP auto file 1
-7 portst MinuteICSFai LKE ASP auto file |
-~ PartTesk MinukeICSPackage 1KE ASP auta file I
- print MinukeICSPost 4KB AP auto file 1
-] reports MinuteICSStart GKE  ASP auta file |
-{_] reportst packageboost 1KE ASP autofile l
-] trace ) ] precannect 2KB  ASP auta fils 1
B webconfig preconnect? LKE ASP auto file 1
{21 webpatch i oA e SiE EE i
4« | » | »

o szem
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14. Right click the file again and open with Notepad to edit it.

X ekgnkm =18l
I File Edit Yiew Favorites Tools Help |ﬁ
] Back + = - | i search | [ Folders & AHistory | R X w | E-
J Address |D ekagrikm j o
Folders x | . = | _Mame | Size | Type ¢ | I:l
m Desktop A L QMegaAccountingInfo 6KE ASF auto file [
=42y My Documents 2 ] MegaFail 1KE ASP auta file i
@ My Pictures ekgnk]'n AE0 =ik Fils I
EI%-._JI My Computer ] MegaPast |
Elrﬁ 5% Floppy (A1) MegaPackage [#]MegaRADIUSE  ord To A I
E'Q Local Disk (Ct) ASP auto file @MegaRADIUSf TE ASF gOrT e 1
B33 atcom . Madified: 04/17/2001 4:52 A #]MegaRADILS  CUE 3KB ASP auto File '
-] AccessCo elsd #|MegaRaDILSL  CORY 3K ASP ko file |
-] CommonIncludes Size: 1.79KE e i
i~ QMggastart ' create shortaut 7KB ASP auto file !
365 ekgricr Attributes: (normal) ar\ﬂlnuteCMSFal Delete 1KE ASP auto file |
£ toobar @MlnuteCMSPan Renane 1KB ASP auto file [
= @] MinuteCMsPo ——|  3KB  ASP auto file [
(-] inskall
7 iportet] T ] Minutecmsst:  Praperties SKB 43P auta file I
Ny | MinuteICSClearFail 1KE ASP autafile [
{_] iportctl
{27 navigation @MinutelCSClearPackﬁge 1KB  ASP auto file [
"] Patch @MinutelCSClearPost 4KBE  ASP auto file [
-] parts QMinuteICSCIearStart 6 KB ASP auto file [
{77 partst QMinuteICSFail 1KE &SP auto file [
-] PortTest ] MinukeICSPackags 1KE ASP auto file |
-1 print 8] MinuteICSPost 4KB 43P auta file I
-] reports ] Minute ISt art 6KE ASP auto file |
l:I repartsl apackagehoost 1KE ASP auto file |
i:I frace ) @preconnect 2KE ASP auto file [
B webconfig ] preconnectz 1KB ASP auto file |
] webpatch i BT SR, e ACh kn Filn =
ol | B l ] 2

iﬁStart”J m ﬁ I‘_‘:ﬂ |J|@ekgnkm @Building Br...l %comm—Hy...l @mege edt... | @Building Br...I .% S:40 PM

15. In Notepad, search for www.cisco.com By default, the redirected Site is www.cisco.com Change the
URL to http:/10.0.0.200 , which isthe Web server.
16. Save changes.
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Task Three: Verifying your configuration with Dynamic | P address (DHCP) clients

1. Onyou notebook, click the START button -> Settings -> Network and Dialup Connections ->

General l

'ou can get [P settings azzigned automatically if pour network supportz
thiz capability. Othenwizse, you need to ask vour netwark. administrator for
the appropriate [P gettings.

' Obtain an IP addiess automatically

—{" Use the following [P address: -

¢ [Ohbtain DM5 server address automatically
" Use the following DMS server addiesses:—

Altemate DNS server

Locd Area Connections.

Internet Protocol (TCP/IP) Properties

2 x|

|
1
|

NS server ]
]

Advanced. .

ak | Cahicel ]

2. Make sure notebook obtains IP address automaticaly and no DNS is configured. Click OK to
complete operation.

3. Veify your changes by running ipconfig from the MS-DOS prompt. Y ou should get the | P address
assigned by the BBSM server’s DHCP poadl.

C:wipoconfig

Windows 2BBA IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

LR Rddyeses i & ne i T e R e 18.18.1.58
Subnet Mask . . . . . . . . . . 2565.255.255.8
Default Gateway . . . . . . . . 18.18.1._1

4. From your notebook, open up your browser and you'll be shown the Splash page as below.
Note: If you do not have a Home page configurein your browser, just type anything on the
URL and you’ll seethe below page.
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Microsolt Intesmet Explorer

5. Check Radius and click Next

Note: the URL isredirected to https.// which requires SSL (Secured Socket Layer) to be
enabled on the BBSM first ( plsrefer to separate document that explains how to enable SSL
on BBSM). To overcome this problem, remove the sfrom the URL to http:// .
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Mioro soft Intermet Explorer =

6. Enter

Username: studentX [ where Xisyour student number |
Password : studentX [ where Xisyour student number |
Click Login.
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Microsoft Intesmet Exnlorer = b

7. Once authenticated by the Radius server, you'll be redirected to the default porta which is
configured as www.cisco.com [ However, for our lab, I’ ve changed the portal to a page on the
Web server. |
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SHLA E, BB S5 M Homepage - Microsoft Inkernet Euplorer
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_.l
Welcome to Cisco Long Reach Eithernet (LRE) / Broadband Building Solutions Manager
(BBSM) Website.

Cizce Bratews

Lwrowusss T
o Garmamaet

Day 'l_mr
Showes a bist of local tour agencies

Souvenirs 2 Utsconnext - Microsaft Internct Euplover 1o
What to bring beck to vour fi it

| Diszannect I s e disoanse bukon be end yor

meazicn 2ud claes thicwindam

Arfime s
Shows a list of domestic and

Reservations i

Our hotel reservations systen

=
8] pene T Emcwmus

8. Testing video streaming :

From your browser, type mms://10.0.0.200/pathswitching.asf . Thiswill open up avideo stream from the
Video server.
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- By Mok =1 H
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=

Welcome to (jjmermemrnrm
(BBSM) Web rie wen Ase 7ok e

Lazee Srataus
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What to bring back

Arrhmes

Shows a list of dor
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) T [ et
Redlize that the Media Player is streaming the video file from the server.

9. Testing File Transfer Rate:

From your notebook, open MS-DOS prompt and type
ftp 10.0.0.200

Login: student Password : student

bin

get pathswitching.asf

ftp* get pathswitching.asf
2880 PORT command successful.
158 Opening BIMARY mode data connection for pathswitching.asf{16948486 bhytes).

226 Transfer complete.
ftp: 16748486 bytes received in 1?.658%econds 862 .61Khytesssec.
ftp> hye

10. Testing VPN Client :
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Y ou should have VPN dlient ingtaled onto your notebook dready. If not, refer to the CD given out in
the class. Launch the Cisco VPN Client v3.0 and configure according to the below info :

Group Name : student
Group Password : student

Client Login : studentX [ where X isthe student # assigned to you ]
Client Password : studentX

il Cisco Systems ¥PN Client

Gisco Svsrems

i Connection Entny:

Itraining

Haost name or IP addrezs of remaote server:
1112

Connect Close
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Properties for training

Properties for training
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Properties for training
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Veify that your VPN connection is ok : check there' salock icon on the right-hand side of your
bottom status bar.

Cisco Systems ¥YPM 3000 Client Connection Status

— P zecurity infarmatiorn

E ncryphion: B6-bit DES  Client IP address: 1721005020

Authentication: HMACHMDS  Server IP address: 10.100.0.2

IPSec through RAT Active  MAT Port: 10000
— Connection statistics

Butes in: B0 Bytes out:

FPackets decrypted: 1 Packets encrypted:

FPacketz bypazsed: 2 Packets dizcarded: 35

Secured routes:

MHebmork. I Subnet b ask I Butes I Sz Po
noonao 0.0.0.0 1 %

=310100.0.2 255, 206, 256 265 194 ¥

< | =

Time connected:  00:00.36

Dizconnect Rezet |

11. Verifying Accounting :

From the BBSM server , open the browser and click on Reporting Pages under Reports ->
Transaction Higtory tab. Note that the state should change from ‘inactive’ to ‘active, reflecting the
correct |P address, MAC address etc.
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/3 Building Broadband Service Manager - Microsoft Internet Explorer & x|

I File Edit ‘Wiew Favorites Tools  Help |ﬁ
| “Back » =» - D 7% | Qsearch [ElFavorites (fHistory | BN Sh

J.ﬂ.ddress |@ http:flocalhost{reports 1 jtransaction, asp j o ” Links *

m Transaction His tory gs | Walled Garden B

| Active Ports | Access Codes | Room Mappi

Cisco SvsTems Site 1, LRE/BBSM
Transaction History - Eeports Menu

Transaction History
You can sortthe infarmation helow by clicking on the undetlined column headings

start Date [May =] [16 %] [2001 =]  endpate [May =] [17 =] [2001 =]  Requery |

Date / Timne Tupe | 1P | Previous I Hew I Arnount | PortIl I MAC I Foo Craration EB-El
SAT/2001 6:30:27 PM Accounting authonization success 1010150 Active Hetive F10.00 oopo00100001 00 10 a4 8d0b 47 G000 Od O0h:00m:D0s o
SAT2001 6:30:27 P Accounting anthorization request 10.10.1.50 F0.00 0001000100001 00 1034 8d Ob 47 G000 Od O0h:00m:00= o
SAT/2001 G:30:27 Phi State change 10101450 Inactive Fetive .00 000000100001 00 10 a4 8d 0b 47 G000 1d Z0h:21medZs o
SAT/2001 G:30:27 PM Activate session request 1010150 Inactive Inactive .00 oo0000100001 00 10 a4 8d 0b 4¢  GOO0  Od O0Oh:00m:D0s o
SAT/2001 6i:16:31 Phi State change 10101176 Active Inactive §0.00 0001000100001 00 10 a4 eb #c 10 G000 Od O0h:33m:47s o
SATR001 6:16:21 P Switeh port no longer active, disconnected 100101176 Active Petive .00 oo0o00100001 00 10 a4 eb 8 10 G000 Od O0Oh:00m:D0s o
SAT/2001 5:51:31 Phi State change 10.10.1.174 Active Inactive §0.00 0001000100002 00 10 34 8d 0b 47 G001 Od O0h:40m:dds o
5752001 §:461:31 Pl Switch port no longer active, disconnected 10.10.1.174 Aotive Potive 000 oooonoi0ooo: 00 10 a4 8d 0b 47 G001 Od O0h:00m:00s o
SATI2001 5:42:44 PM Sale 10101176 Active e ti .00 oo01o00100001 00 1034 eb 8c 10 G000 Od OOR:00m:D0s o
5472001 §:42:44 Phi Accounting authorization success 10101176 Active .EIEI 0001000100001 00 10 a4 eb #c 10 G000 Od OOh:00m:00s o
SAT/2001 5:42:44 PM Accounting authonization request 101011476 .00 oo0000100001 00 10 a4 eb 8 10 G000 Od O0Oh:00m:D0s o
SAT/2001 5:42:44 Phi State change 10.10.1.176 Inactive FOTITE §0.00 0001000100001 00 10 a4 eb #c 10 G000 Od O0h:01m:03s o
SAT/2001 5:42:44 PM Activate session request 10101176 Inactive .DIJ DOO1000100001 00 10 a4 eb #c 10 G000 Dd DOh:00m:00s LS
4] | _b_l_l

Local intranet

@100 i i
EiStart”J :ﬂ ﬁ I"‘_:,.f] |J @Ftprnot “@Building Broadba... %comm—HyperTerminall @min reportl - Paint | I%} 6132 PM

12. Click on Active Ports Tab and verify that the port you' re connecting to is ON and your login and
logout time is correct.
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/2 Building Broadband Service Manager - Microsoft Internet Explorer =]

J File Edit ‘Wiew Faworites Tools  Help i

| Back + = - @) 74 | Qisearch [ElFavorites (BHistary | BY- Sh

Jﬁddress I@ http:fflocalhost freports1 factive. asp j 2o |JLinks =
Building Broadband Service Manager Dashboard | Help | Logout B
Reporting

Usage | Transaction History | Active Ports | Access Codes | Room Mappings | Walled Garden

Cisco SYSTEMS Site 1, LRE/BBSM
Active Ports - Reports Menu
Active Ports Fefresh |
You can sort the information below by clicking on the underlined column headings
1P Start Portll Foom fAccess Policy Accounting Policy I Bandwidtth
10.10.1.50 5M 72001 6:30:27 PM 0001000100001 G000 Minute Hotel i}
=
|@ Done l_l_ (BE Local inkranet
EiStart”J ] & =1 |J (3 feproot ||@Building Broadband Se... &@comm - HyperTerminal | Bn  6i3LEM

13. Click the Disconnect button to Quit.
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